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Talot Cyher Tec, LLC
— FocusiNG on ProTecTiNg
Private InFormamion anp InTewLecTuaL PROPERTY




Talon Cyber Tec LLC (TCT) is one of the Talon Companies specializing
in Cyber Security and Privacy. We incorporate physical security with governance
and compliance — bringing a complete, 360-degree approach that allows TCT
to serve you in a more holistic level than other companies. Our cyber, privacy
and physical security experts are seasoned professionals with real world
experience from the Department of Defense (DoD), Intelligence Community,
US Military, U.S. Secret Service (USSS), the Federal Bureau of Investigation
(FBI) and Private Industry.

Talon Cyber Tec LLC recognizes the threat to your personal private information
(PPI), intellectual property (IP), and trade secrets. By using our convergence
triad formula of cyber security, physical security with governance and
compliance, TCT provides a comprehensive approach to identify risks and
vulnerabilities to neutralize threats while protecting your company with an
integrated compliance program.

Talon Cyber Tec LLC’s unique proprietary blend of cyber security, CYBER, PRIVACY & PHYSICAL SECURITY SERVICES
physical security, governance and compliance provides for the » PHYSICAL SECURITY VULNERABILITY ASSESSMENTS AND REMEDIATION
proper execution of privacy and data protection requiring the + CYBER SECURITY VULNERABILITY ASSESSMENTS AND REMEDIATION
merging of law with rapidly developing new security technologies. + ComPUTER FORENSIC INVESTIGATIONS & ELECTRONIC DISCOVERY

* LimiGATION SUPPORT
TCT has partnered with cyber law attorneys to address the ever- - RansoM WARE MITIGATION
changing landscape of cyber regulations that govern compliance « PENETRATION TESTING-RED TEAM INVESTIGATIONS
like the California Consumer Protection Act (CCPA) and the - COMPLIANCE AND REMEDIATION FOR CCPA, GDPR, HIPPA.,
General Data Protection Regulation (GDPR). Gramm-LeacH-Buiey (GLB), NIST, CSA 405d ano CMMC

+ CyBER & PHysIicAL EMERGENCY RESPONSE PLANNING
+ CyBeR EMERGENCY Response Team (CERT)

+ TECHNICAL ELECTRONIC COUNTERMEASURES

* VIRTUAL/ FRACTIONAL CISO




GOVERNANCE & COMPLIANCE SERVICES

Talon Cyber Tec LLC combines our security services with

governance providing a seamless approach to the complex
issue of security and compliance.

GovERNANCE, Risk & CoMPLIANCE ASSESSMENT
AND REMEDIATION

DATtA MaPPING & INVENTORY

DaTA DiscoveRry & CLASSIFICATION
Privacy PoLicies & NoTICES

THIRD PARTY & VENDOR Risk MANAGEMENT
Privacy PLATFORM SETUP & MANAGEMENT

DATtA PROTECTION IMPACT ASSESSMENTS
& PRivAcY IMPACT ASSESSMENTS

DATA PROCESSING AGREEMENTS
DSAR SeTup & MANAGEMENT
WEBSsITE COMPLIANCE

UsE OF ARTIFICIAL INTELLIGENCE
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Talon Cyber Tec LLC evaluates, tests and implements the latest cyber security
technologies to provide clients with cutting edge tiered and layered security. Our
experts have experience in implementing Artificial Intelligence (Al), and encryption
to protect data residing on site, in a cloud environment or during electronic transfer.

Our experts who formerly worked for government agencies have experience in
detecting cyber-attacks and intrusions, discovering vulnerabilities and deterring
disruptive threats, developing internal controls, and preparing compliance programs
that will maximize your company’s operations.

All businesses and government agencies must have a seamless security plan that
converges cyber security with physical security and a comprehensive compliance
program. TCT combines the three disciplines: to protect valuable data, people,
and other valuable assets.
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TaLon CyBeR Tec LLC coNDUCTS PRESENTATIONS FOR CALIFORNIA LAW FIRMS
ON CYBER SECURITY, COMPUTER FORENSIC INVESTIGATIONS AND REMEDIATIONS.
THE PRESENTATION IS CERTIFIED BY THE CALIFORNIA BAR ASSOCIATION

FOrR MCLE cReDITS.

THE PRESENTATION COVERS:

* CYBER THREATS AND MALWARE

* ROAD MAP FOR CYBER PROTECTION AND REMEDIATION
» COMPUTER FORENSIC INVESTIGATIONS

» CYBER EMERGENCY RESPONSE TEAM

» CASE STUDIES

ApDITIONAL TALON COMPANIES TaLoN TRAINING & EDucATiON

TALON COMPANIES IS COMPRISED OF THREE COMPANIES THAT PROVIDE AN ARRAY OF TALON OFFERS A FULL-SPECTRUM OF SECURITY TRAINING  TRAINING SPECIALITIES
PROFESSIONAL SECURITY AND RISK MANAGEMENT SERVICES. AND EDUCATION SERVICES TAILORED TO MEET THE + WORKPLACE VIOLENCE
THE OTHER TWO COMPANIES ARE: DEMANDING AND EVER-CHANGING PERSONNEL AND PREVENTION

CORPORATE AND ORGANIZATIONAL NEEDS OF BUSINESSES * IDENTITY THEFT

TaLon ExecuTivE SERVICES INC. SECURE STRATEGIES INTERNATIONAL LLC TODAY. » CYBER THREATS

» ExecuTive PROTECTION * HoMELAND SECURITY CONSULTING * UNDERCOVER OPERATIONS

» CORPORATE INVESTIGATIONS * CRITICAL INFRASTRUCTURE PROTECTION TALON PROVIDES TRAINING TO MANAGERS, EXECUTIVES, * DRuG & ALCOHOL AWARENESS

* SURVEILLANCE * Risk & VULNERABILITY ASSESSMENTS AND HUMAN RESOURCES DIRECTORS FOR IDENTITY THEFT  * EXECUTIVE PROTECTION

* VIOLENCE IN THE WORKPLACE * SECURITY SysTEM DESIGN & INTEGRATION PREVENTION, DRUG/ALCOHOL AWARENESS, AND TO * TABLETOP EXERCISE
MITIGATION AND TRAINING » EMERGENCY RESPONSE PLANNING RECOGNIZE THREATS AND HANDLE DYSFUNCTIONAL

+ BACKGROUND GHECKS AND * BusiNEss CONTINUITY PLANNING BEHAVIORS.

DUE DILIGENCE INVESTIGATIONS
* PoLicy & PROCEDURE DEVELOPMENT

* SECURITY STAFFING



